' 0SS :
ONORENCHAIN |+ Qowiew Todlkit |
theswhy, whatg@nd how ‘:

/‘5‘/

G\ e Y



https://unsplash.com/@elleflorio?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/japan-shibuya?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText

About me

HERE Technologies M Open Source = {E&

A location data and technology platform company
MET—XET9/AS—77y F7+—LDO{ZE

Active contributor LATF D7 AT =7 PADOE#EEIH

0SS, . .
Review Toolkit - Tooling Group
http://oss-review-toolkit.org SPDX

Il

& thomas.steenbergen@here.com

, @tsteenbe ‘

m linkedin.com/in/tsteenbe

2019 HERE




Work In Progress
FFIEE

OSS Review Toolkit

is pre-release software
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First release planned for Q1 of 2020
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The OpenChain Project helps to identify and share the core
components of a Free and Open Source Software (Open Source)
compliance program.
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A key element to a Open Source Compliance Program is a
Open Source Review process
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https://www.openchainproject.org



Why: Open Source Compliance Program COQ)
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- Know your obligations. You should have a process for identifying and tracking Open

Source components that are present in your software
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- Satisfy license obligations. Your process should be capable of handling Open Source
license obligations that arise from your organization’s business practices
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Benefits of a robust Open Source Compliance program include:

< Increased understanding of the benefits of Open Source and how it impacts your organization

+ Increased understanding of the costs and risks associated with using Open Source

- Increased knowledge of available Open Source solutions

+ Reduction and management of infringement risk, increased respect of Open Source developers/owners’ licensing choices

- Fostering relationships with the Open Source community and Open Source organizations

Source: OpenChain training slides: https://github.com/OpenChain-Project/curriculum



What information do you need to gather?
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When analyzing Open Source usage, collect information about the identity of the Open
Source component, its origin, and how the Open Source component will be used. This

may include:
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Package name

Status of the community around the package (activity,
diverse membership, responsiveness)

Version

Download or source code URL

Copyright owner

License and License URL

Attribution and other notices and URLs

Description of modifications intended to be made

List of dependencies

Intended use in your product

First product release that will include the package
Location where the source code will be maintained
Possible previous approvals in another context

If from an external vendor:

Development team's point of contact

Copyright notices, attribution, source code for vendor
modifications if needed to satisfy license obligations

Source: OpenChain training slides: https://github.com/OpenChain-Project/curriculum
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How: Source Code Scanning Tools COI)
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- There are many different automated source code scanning tools.

c BEIOY —ROA—FRXF vV —ILIIEHEE

- All of the solutions address specific needs and - for that reason - none will solve all

possible challenges
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- Companies pick the solution most suited to their specific market area and product
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- Many companies use both an automated tool and manual review
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Source: OpenChain training slides: https://github.com/OpenChain-Project/curriculum



No solution satisfied our needs so in 2017 we created a new tool...
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but challenges are too big for single company so...
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We work together o

open source standards and tools ecosystem
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Tooling Types
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Main types of tools in the area of license compliance include

(but are not limited to):
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e Licensescanning 54/ v 2 2% v/ —JL

Identifies licenses and license relevant statements, can also copyright statements, author statements, acknowledgements

e Binaryscanning /A4 5+ 757 AL A& v —Ib

Identifies used software packages in software binaries, can also determine the versions of software packages

« Source code scanning vV —z2a—F 2% v Y — I

Can identify published origin of source code and other files

« Dev Ops integration Dev Ops fi&azztoy —Iiv

Uses the information from building the software to determine OSS used

« Component management 2 »if—F > FEEY —IL

Collect information about used software components and their use in products or projects is centrally collected and can be reused

Source: OpenChain training slides: https://github.com/OpenChain-Project/curriculum
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Features:

o License scanning 54+ zmi&EH (scan)

Identifies copyrights and licenses by wrapping existing license / copyright scanners like ScanCode to detect findings in local source code directories.

« Best practices / company standards scanning Collected Inf .
Align software projects across the organization. %ﬁﬂ’\]&?iﬁ/*iw %2% ‘: ?,':E ) T L\ 5 ﬁ‘@*ﬁﬂj 0 peafkaee na:e ormation
. Policy violations rule engine Version
Perform highly customizable policy checks against scan results EQE L T:'-.l_: U :/—/\G)E}i*ﬁﬂj

Source code repository URL
« Software Bill of Materials / Notices

Attribution and other notices and URLs
» Security scanning Pamed) (gt Eich) BEEEIE R ¥ 4 o

Source and binary artifacts
. v = | ~ N e
Generate CycloneDX, SPDX 2.2 files or plain text open source notices / 7 I~ T:I‘B AR % (S BO IVI) i) J: U':/Héﬁﬁf:_ﬂt
List / tree of dependencies
Coming soon: integrations with OSS security vulnerabilities data feeds from various vendors.

Copyright owner
¢ DeV Ops Integrathn (SPDX)G)QEEE Location where the source code will be
 Source code scanning (Planed) (StEHR) V — X 3 — K O HFTHFE

License and License URL
° - 7 > . .
Designed from the beginning for a Cl/CD world Dev O ps 7 A t A L_ 7 ‘)bé é *‘,1—: ﬁjf d)i}]{’ﬁ maintained
Working on partnerships with vendors to develop integrations to identify published origin of source code and other files
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..‘ Review Toolkit: scaling OSS reviews in CI/CD (a4 2019)
HiEgI—L:

Goal: enable review during source creation by providing BRE|-. BMEICIRETE/A—T VY- THY/TaLRI-ShE T
easy, open-source & scalable tooling for developers §EEIﬁEE:7—)L%?;EE1ﬂT6 TETEANLEAVTISATURERTEE
to do basic compliance V—2A—-FEBOBBTOLE2—%TMEE L, 7D, ZORRE,

and share results in open standard formats
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HERE Technologies has contributed ORT to the Automated Compliance Tooling (ACT)

HERE Technologies|3 0SS Review Toolkit%Z. Linux Foundationfic T ®Automated Compliance
Tooling (ACT) 7Rz FICHFHEBLE L7
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