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What is IEC 62443-4




What is IEC 62443-4?

* It was created by the International Society for Automation (ISA) and
publicly released as American National Standards Institute (ANSI)
documents.

* |t describes the specific product development and technical
requirements of control system products
* ISA-62443-4-1
* |t contains the requirements for the development of secure IACS products
and solutions.
* ISA-62443-4-2
* |t contains detailed technical requirements for IACS components level



https://en.wikipedia.org/wiki/International_Society_of_Automation
https://en.wikipedia.org/wiki/American_National_Standards_Institute

What is IEC 62443-4

Conformance Certification?




[SASecure® Certifications

The ISA Security Compliance Institute (15Cl), a not-for-profit automation controls industry consortium, manages the [SASecure™
conformance certification program. I1SASecure independently certifies industrial automation and control (IAC) products and systems
to ensure that they are robust against network attacks and free from known vulnerabilities.

ISCI also offers an ISASecure organization process certification for product development organizations. The Security Development
Lifecycle Assurance (SDLA) certification promotes security development lifecycle practices intended to improve the quality of security
in IAC systems.

The ISASecure™ designation is earned by industrial control suppliers for products that demonstrate adherence to industry consensus
cyber security specifications for security characteristics and supplier development practices.

What is IEC 62443-4 Conformance Certification? I ||

The ISASecure program is based upon the |AC security lifecycle as defined in ISA/IEC 62443, Af this time, the scope of the
ISASecure certifications includes assessment of off-the-shelf IAC products and |IAC product development security lifecycle practices.

ISASecure does not offer assessments for integrator site engineering practices or asset owner operations and maintenance
practices. ISASecure certifies off-the-shelf systems; not the site engineered / deployed systems.

ISCI offers three certifications with four security assurance levels (SAL) in alignment with ISA/IEC 62443,

1. ISASecure Embedded Device Security Assurance (EDSA) Certification

2. ISASecure System Security Assurance (SSA) Certification

3. ISASecure Security Development Lifecycle Assurance (SDLA) Certification

src: http://isasecure.org



http://isasecure.org/

ISA Security Compliance Institute - Mission

* ISASecure provides the highest level of assurance possible for the cyber
security of industrial automation control systems

CHAIRMAN
Ed Crawford, Chevron
ISA99 COMMITTEE EXECUTIVE DIRECTOR
LIAISON (NON-VOTING)
Eric Cosman-Dow Andre Ristaino
MARKETING CHAIRMAN VICE CHAIRMAN TECHNICAL CHAIRMAN
Kevin Staggs, Honeywell Johan Nye, ExxonMobil Paul Forney.

Schneider Electric

src: http://isasecure.org



http://isasecure.org/

The different between
IEC 62443-4 and

Conformance Certification




_ IEC 62443-4 IEC 62443-4 Conformance Certification

Automation Standards
Organization 'ISA Compliance Institute
1 an ISA organization

™ src: https://www.isa.org src: http://isasecure.org

Output Define IEC-62443-4 specification Define ISASecure® Certifications
(Conformance Certification), based on IEC-
62443-4 specification

Certificate Program For human For product

Note: The spec. of conformance certification is quite different from IEC-62443-4 specification. For example, there are
“four” security levels defined in IEC-62443-4 specification; however, the conformance certification offers “three”
certification levels.



http://isasecure.org/
https://www.isa.org/

IEC 62443-4

Conformance Certification




IEC 62443 - Certification

* |EC 62443 - EDSA Certification
 Embedded Device Security Assurance (EDSA)

e [EC 62443 - SSA Certification
e System Security Assurance (SSA)

* [EC 62443 - SDLA Certification
 Security Development Lifecycle Assurance (SDLA)
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IEC 62443 - EDSA Certification

* Functional Security Assessment (FSA)
* Security Development Artifacts for Embedded Devices (SDLPA)

e Requirements for Embedded Device Robustness Testing (CRT)

* Vulnerability Identification Test (VIT) Policy Specification

 Security Development Lifecycle Assessment (SDA)
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IEC 62443 - EDSA Documents

 EDSA Certification
- scheme (EDSA-100)

e o ISASecure EDSA Chartered Lab || CRT Lab i
certification « | cerlification " operations and operations and| | o0
(EDSA-301) requirements accreditation accreditation (Ecgg;_ 201)
- (EDSA-300) (EDSA-200) || (EDSA-206)
— SDA-E EDSA Sonec e
(EDSA-311) / (EDSA- 312) m ' 1S0nee tross
(EDSA-303) | [(E0SA-209
¥ ISOAEC 17011
sm .Ct:!rf ;. SDLA ERT VIT policy ANZITSA-G2443-1-1
scheme (SDLA- 312) specification
(SDLA-T0G). - (S5A-420) ANSIISA-62443 4 -1
%K—————_ﬂ_
CRT CRTARP ||CRTIPv4 ||CRT CRTUDP ||CRT TCP
“Ethernet” | |(EDSA-402)| |(EDSA-403)||ICMPv4 | |(EDSA-405)| |(EDSA-406)
(EDSA-401) (EDSA-404)

src: http://www.isasecure.org/en-US/Documents/Authentication-Required-Specifications/EDSA-2-1-0/EDSA-100-Certification-scheme(v3_3)
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http://www.isasecure.org/en-US/Documents/Authentication-Required-Specifications/EDSA-2-1-0/EDSA-100-Certification-scheme(v3_3)

EDSA Conformance Scheme Fees

EDSA Certification Registration Fee - Member (billed when passed) |$7,500
EDSA Certification Registration Maintenance Fee - Member (billed $2.500
when passed)

EDSA Certification Registration Fee - non-Member (billed when $12.500
passed)

EDSA Certification Registration Maintenance Fee - non-Member $3.000

(billed when passed)

src: http://www.isasecure.org/en-US/Certification/IEC-62443-EDSA-Certification
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http://www.isasecure.org/en-US/Certification/IEC-62443-EDSA-Certification

ISASecure Certified Devices




ISASecure Certified Devices

Picture

1
Tem—

i &\

Supplier

Beijing Consen
Technologies

HIMA Paul
Hildebrandt
GmbH

Honeywell
Process
Solutions

Schneider
Electric

TOSHIBA
CORPORATION

Type

Safety Related
Programmable
Electronic System

Safety Related
Programmable
Electronic System

PLC

Safety Related
Programmable
Electronic System

DCS Controller

Model

TSxPlus V1.0

HIMAX X

ControlEdge PLC

TRICONEX Communication Module TCM

CIEMAC-DS/nv (TOSDIC-CIE DS/nv) Unified
Controller nv Series type2

src: http://isasecure.org/en-US/End-Users/ISASecure-Certified-Devices.aspx

Version

CMO1-A-V001

CPU 01 FW Version 8.8
& COM 01 FW Version
92

R140

4351 A/B/AB & 4352
A/B/AB

FN812S:V01.01,
PU821S:V01.CF,
SA911:vV01.34

Level

EDSA
2.0.0
Level 1

EDSA
2.00
Level 1

EDSA
2.00
Level 2

EDSA
2010.1
Level 1

EDSA
2010.1
Level 1

Certification

Date

71772017

7/6/2017

7/3/2017

6/9/2017

2/8/2017
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http://isasecure.org/en-US/End-Users/ISASecure-Certified-Devices.aspx

Accredited ISASecure

Certification Bodies




Accredited ISASecure Certification Bodies

Laboratory Location

“ * Japan
\ 4

* USA

* Germany

e United Kingdom

* Asia Pacific — Singapore

A TUVRheinland® * Germany

src: http://isasecure.org/en-US/End-Users/ISASecure-Certified-Devices.aspx
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http://isasecure.org/en-US/End-Users/ISASecure-Certified-Devices.aspx

Control System Security Center Certification Laboratory, Japan l

ISASecure®
Scheme Owner : ISCI

U.S.A. Japan

ANSI/ACLASS :] ———
Accreditation Accreditation
US.A. '

I exida

since April 1, 2014

~ CSSC
( Certification
W Laboratory

Vendors in
Japan

Application Application

src: http://www.cssc-cl.org/en/aboutus/index.html
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src: http://www.cssc-cl.org/en/aboutus/index.html

applicant CSSC Certification Laboratory

[ Submitting certification

application form Receipt of application form

v

Reviewing of application contents ] e

v

Calculation of list prices

v

Notice of application form receipt

[ R @ e (rafeas Informing list prices

Sl iy ST i i I—)l Receipt of contract forms (two sheets) ]

(two sheets)

Sending back contract form (one sheet) ]

v

Sending evaluation plan ]

Receipt of contract form

Receipt of evaluation plan

v

Preparation for evaluation

[
[
[
[

Execution of EDSA evaluation/ CRT testing ]

EDSA

Evaluation class certification
(EDSA? CRT?).

CRT testing

[ Receipt of test report (official version) ](—[ Sending test report (official version) ]

[ Creating of certification report ]

Failure ‘Adjudication
Committee

Pass

[ Receipt of failure notice

Who(the applicant or certification — )
body) is responsible for this action - [ R t ASC! ]
is decided when it is applied. »L
[ Publication on CSSC-CL website
Il src: http://www.cssc-cl.org/en/about_edsa/procedures.html

Receipt of test report (official version), Sending test report (official version),
certification report and certificate certification report and certificate 19

applicant CSSC Certification Laboratory



http://www.cssc-cl.org/en/about_edsa/procedures.html

Thank youl!
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